E-320: Teaching Math with a Historical Perspective Oliver Knill, 2011

Problem 5
LeCture 1 1 : QUIZ Which protocol is implemented when publishing a product n of two primes p, ¢ and a base a.
a) RSA public key cryptosystem c¢) Digital signature system
b) Diffie-Hellman key exchange system. d) Quantum Steganography
Name:
Problem 6
Problem 1
Where was the Enigma Code eventually cracked?
. In Bletchley Park using the ”Bombe”
What is the relation between cryptology and cryptography? a) In the SIS headquarters in London S)) éll A—‘;(E}Bezollzi)ostliril hccq q lj)zltIrltc(i‘e din
a) Cryptology is part of cryptography deal- ¢) Cryptography is part of cryptology deal- b) At 221 Baker Street in London ) adq
Lo . I L Monacco
ing with creating codes ing with creating codes
b) Cryptography is part of cryptology deal- d) Cryptology is part of cryptography deal-
ing with creating codes ing with creating codes
Problem 7
Problem 2
ABCDEFGHI JKLMNOPQRSTUVWXYZ
AIABCDEFGHI JKLMNOPQRSTUVWXY?Z
Which of the following substitution ciphers do nothing when applied twice? BIBCDEFGHI JKLMNOPQRSTUVWXYZA
a) Atbash d) Augustus substitution c) Caesars own CICDEFGHI JKLMNOPQRSTUVWXYZARB
b) Rot13 substitution DIDEFGHI JKLMNOPQRSTUVWXYZABC
EIEFGHI JKLMNOPQRSTUVWXYZABCD
FIFGHI JKLMNOPQRSTUVWXYZABCDE
Problem 2 GIGHI JKLMNOPQRSTUVWXYZABCDEFTF
HHI JKLMNOPQRSTUVWXYZABCDETFG
I[T J KLMNOPQRSTUVWXYZABCDETFGH
Which encryptions can be cracked based on the frequency-analysis of letters? JJIJKLMNOPQRSTUVWXYZABCDEFGHI
a) The RSA cipher ¢) The Enigma KIKLMNOPQRSTUVWXYZABCDEFGHTI J
b) The Caesar cipher 1)“‘6\;‘1%“;“.18 LILMNOPQRSTUVWXYZABCDEFGHI JK
@) The Viginere ciphet. MMNOPQRS TUVWXYZABCDEFGHI JKL
NNNOPQRSTUVWXYZABCDEFGHI JKLM
OfOPQRSTUVWXYZABCDEFGHI J KL MN
Problem 3 PIPQRSTUVWXYZABCDEFGHI JKLMNO
QQRSTUVWXYZABCDEFGHI JKLMNOP
In which century did Blaise Viginere live? RIRS TU V7W XYZABCDEFGHI JKLMNOPQ
a) 1400-1500 a) 1600-1700 SISTUVWXYZABCDEFGHI JKLMNOPQR
b) 1500-1600 d) 1700-1800 TITUVWXYZABCDEFGHI JKLMNOPQRS
UUUVWXYZABCDEFGHI JKLMNOPQRST
VIVWXYZABCDEFGHI J KLMNOPQRSTU
Problem 4 WWXYZABCDEFGHI JKLMNOPQRSTUYV
XIXYZABCDEFGHI J KLMNOPQRSTUVW
YIYZABCDEFGHI JKLMNOPQRSTUV WX
What mathematical difficulty is the foundation for the Diffie-Hellman Key exchange? Z|ZABCDEFGHIJKLMNOPQRSTUVWXY
a) The (11§creFe log problem c) La.urge amount of permutatl.ons Assume the key code is "MATH”. Encrypt ”WORD” with the Viginere cypher:
b) Factoring integers d) Difficulty to find exponentials.
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