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Problem 5
LeCture 1 1 ¢ QUIZ Which protocol is implemented when publishing a product n of two primes p, ¢ and a base a.
a) RSA public key cryptosystem ¢) Digital signature system
b) Diffie-Hellman key exchange system. d) Quantum Steganography
Name:
Problem 6
Problem 1

Where was the Enigma Code eventually cracked?

. X o ) —_ . ) ) . ¢) In Bletchley Park using the "Bombe”
ROT 13 is a Cesar cypher which rotates the alphabet by 13 letters. What is the encryption for a) In the SIS headquarters in London d) CIA-KGB collaboration headquartered in

"MATH”? b) At 221 Baker Street in London /
Monacco
a) ZNGU
b) NBUI
&) THAM Problem 7
d) LZSG
ABCDEFGHI JKLMNOPQRSTUVWXYZ
AIABCDEFGHI JKLMNOPQRSTUVWXY?Z
BIBCDEFGHI J KLMNOPQRSTUVWXYZA
Problem 2 Cl/CDEFGHI JKLMNOPQRSTUVWXYZAB
DIDEFGHI J KLMNOPQRSTUVWXYZABC
EIEFGHI JKLMNOPQRSTUVWXYZABCD
Which of the following substitution ciphers do nothing when applied twice? FIFGHI JKLMNOPQRSTUVWXYZABCDE
a) Atbash d) Augustus substitution c¢) Caesars own G/GHI JKLMNOPQRSTUVWXYZABCDEF
b) Rot13 substitution HHI JKLMNOPQRSTUVWXYZABCDETF G
I[T J KLMNOPQRSTUVWXYZABCDETFGH
JIJKLMNOPQRSTUVWXYZABCDETFGHI
Problem 2 KIKLMNOPQRSTUVWXYZABCDEFGHTI J
LILMNOPQRSTUVWXYZABCDEFGHTI JK
_ . 5 , . _ . B MMNOPQRSTUVWXYZABCDEFGHI JKL
X;}’l[l‘(}:l}éofgg??gﬁimc vulnerable towardsafrequenc?f finalyms of letters? N[NOPQRSTUVWXYZABCDEFGHI J KL M
b) The Cacsar cipher ¢) The Enigma O/OPQRSTUVWXYZABCDEFGHI J KL MN
d) The Viginere cipher. PIPQRSTUVWXYZABCDEFGHI JKL MNO
QQRSTUVWXYZABCDEFGHI JKLMNOP
Problem 3 RIRSTUVWXYZABCDEFGHI JKLMNOPAQ
SISTUVWXYZABCDEFGHI JKLMNOPAQR
TITTUVWXYZABCDEFGHI JKLMNOPOQRS
In which century did Blaise Viginere live? UUUVWXYZABCDEFGHI JKLMNOPQRST
a) 1400-1500 a) 1600-1700 VIVWXYZABCDEFGHI JKLMNOPQRSTU
b) 1500-1600 d) 1700-1800 WWXYZABCDEFGHI JKLMNOPQRSTUYV
XIXYZABCDEFGHI JKLMNOPQRSTUVW
YIYZABCDEFGHI JKLMNOPQRSTUVWX
Problem 4 Z|ZABCDEFGHI JKLMNOPQRS TUVWXY
Assume the key code is "MATH”. Encrypt ”WORDS” with the Viginere cypher. To get started:
What mathematical difficulty is the foundation for the Diffie-Hellman Key exchange? look at the line with M then encrypt the first letter W The first letter is encrypted as I. Now go
a) The discrete log problem ¢) Large amount of permutations the line O and look up A get O. Now fill in the rest.

b) Factoring integers d) Difficulty to find exponentials. [ Answer: 10.... ‘




