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What mathematical difficulty is the foundation for the Diffie-Hellman Key exchange?
a) The discrete log problem ¢) Large amount of permutations ZABCDE

b) Factoring integers d) Difficulty to find exponentials. Assume Viginaire key is "MATH”. Encrypt "WORK”: | Answer: [0....

Problem 7
LeCture ]‘ ]‘: Qulz Which protocol is implemented when publishing a product n of two primes p, ¢ and a base a.
a) RSA public key cryptosystem ¢) Digital signature system
b) Diffie-Hellman key exchange system. d) Quantum Steganography
Name:
Problem 8
Problem 1 ) _ ‘
Where was the Enigma Code eventually cracked?
a) In the NSA headquarters. c¢) In Bletchley Park
We have seen a code, in which paper is wrapped around a stick. What was its name? b) At 221 Baker Street in London d) A CIA-KGB collaboration in Monacco
a) Caesar Cypher b) Ishango Cypher ¢) Scytale
d) Sancrit Cypher Problem 9
Problem 2 Who is Diffie Hellman? a) The inventor of keyexchange. b) there is no Diffie Hellman.
Which of the following substitution ciphers do nothing when applied twice?
a) Atbash ° Y c) Augus%cus subst}igltion Problem 10
b) Rot13 d) Caesars own substitution
ABCDEFGHI JKLMNOPQRSTUVWXYZ
AIABCDEFGHI JKLMNOPQRSTUVWXYZ
Problem 3 BIBCDEFGHI JKLMNOPQRSTUVWXYZA
CICDEFGHI JKLMNOPQRSTUVWXYZAB
DIDEFGHI J KLMNOPQRSTUVWXYZABC
Altbash is a substitution cypher which flips the alphabet. Encript ?CAB”! E/IEFGHI JKLMNOPQRSTUVWXYZABCD
FIFGHI JKLMNOPQRSTUVWXYZABCDE
GIGHI J KLMNOPQRSTUVWXYZABCDETF
Problem 4 HHI JKLMNOPQRSTUVWXYZABCDEF G
IITJ KLMNOPQRSTUVWXYZABCDETFGH
Which encryptions are vulnerable towards a frequency-analysis of letters? JIPKLMNOP QRS TUVWXYZABCDEFGHI
a) The RSA cipher quency-analy o KIKLMNOPQRSTUVWXYZABCDEFGHI J
b) The Caesar cipher c)TheEI}lgma _ LILMNOPQRSTUVWXYZABCDEFGHTI JK
d) The Viginere cipher. MMNOPQRSTUVWXYZABCDEFGHI J KL
NINOPQRSTUVWXYZABCDEFGHI JKLM
Problem 5 OLOPQRSTUVWXYZABCDEFGHI JKLMN
PIPQRSTUVWXYZABCDEFGHI JKLMNO
QQRSTUVWXYZABCDEFGHI JKLMNOP
In which year was Blaise de Vigenere born? RIRSTUVWXYZABCDEFGHI JKLMNOPQ
a) 1223 a) 1423 SISTUVWXYZABCDEFGHI JKLMNOPAQR
b) 1323 d) 1523 TITTUVWXYZABCDEFGHI JKLMNOPQRS
UUUVWXYZABCDEFGHI J KLMNOPQRST
VIVWXYZABCDEFGHI J KL NOPQRSTU
Problem 6 WWXYZABCDEFGHI JKLMNOPQRSTUYV
XIXYZABCDEFGHI JKLMNOPQRSTUVY
YIYZABCDEFGHI JKLMNOPQRSTUV WX
Z F G J KL NOPQRS TUVWXY
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